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Executive Summary
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Critical High Medium Low

The security assessment of scanme.nmap.org — SAMPLE REPORT identified a total of 6 findings across multiple security domains, resulting
in a security score of 21/100 (Critical). 1 Critical finding requires immediate action — these represent active risk to your operations,
customer data, or business continuity. 2 High-severity findings should be addressed within 7 days. 3 Medium-severity and 0 Low-severity
findings round out the assessment. AreYouSecured SecOps recommends that immediate remediation is required. A prioritised remediation
roadmap is included at the end of this report.

SSL / TLS CERTIFICATE EMAIL AUTHENTICATION (DNS)
Valid Certificate X No SPF Record X Missing
Protocol N/A DMARC Policy X Missing
Certificate Authority N/A DKIM Signature A Not found
Expiry N/A MX Records A None
Cipher Suite N/A Nameservers N/A
Self-Signed v No

HTTP SECURITY HEADERS NETWORK & PERIMETER
HSTS X Missing WAF / CDN None detected
Content-Security-Policy X Missing Open Ports 22/tcp (ssh), 80/tcp (http)
X-Frame-Options X Missing Server Software Not disclosed
X-Content-Type-Options X Missing Technologies Not detected
Referrer-Policy X Missing
CORS Policy Not set

DNS RESOLUTION — WHERE THIS DOMAIN POINTS MAIL ROUTING (MX RECORDS)
A Record (IPv4) 45.33.32.156 Mail Servers None configured
AAAA (IPv6) 2600:3c01::f03c:91ff:fel8:bb2f SPF X Missing
Nameservers None
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